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CabIeLabsB Overview 



.................... ......................................................................... 

in 1988, CableLabs is a non-profit, 
d development organization for the 

e exclusively cable system operators 

urrently 48 member cable companies 
0.8 million cable subscribers in 

South America, and Europe 
of cable subscribers in U.S. 
of cable subscribers in Canada // 49% of cable subscribers in Mexico 

l 6 O / 0  of cable subscribers in Europe 
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d and perform R&D projects 

relevant research to  member companies 
as a clearinghouse to  provide information on 
t and ros ective technological advances through 

op technology for new businesses 
ic an X E  tec nical assessments 

eq u i p men t development 
roperability and certification activities 

rs, however, make own independent purchasing 
loyment decisions 

Coordination of industry standards activities 
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Labs Board of Directors is made up of 
rom member companies 
al leadership is provided by CTOs from 

companies 
tion decisions are made by subject 

experts from member companies and 
Ca bleLa bs Staff 
abs works with the manufacturing 
unity to develop technology to meet the 

iness and strategic initiatives of its members 
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Projects 
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'M 
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ement 
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.................... ......................................................................... 

roactive Approach to Public Safety 
al Security Concerns 

le VoIP and DOCSIS Broadband 

le VoIP and E 9 1 1  

Cable VoIP and the Alarm Industry 
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.................... .............................. 

Ca 
of 

ble and the Application 
CALEA to VoIP an 

Broadbana Services 



r specification in 1999 
FBI involvement beginning in 

C 271d r nt version, released in July 2004, 
as industry success 
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.....e.............. ..*.*..*..................................................*..*..........~ 
tter. I believe that it is no understatement to  say that the FBI and the 

debted to  you and your colleagues for the work they have done in this 
which will facilitate the timely and lawful collection of critical intelligence 

ents of the United States Government are to have any hope of 
tacks against the U.S. and its citizens. Perhaps unlike any 

0, this work is most likely to have a real, direct 
ring upon our ability to save lives. I t  is to 
hat radar was to WWII, and your exemplary 

lopment in such relative short order is a tribute 
citizenship of your industry. 

counterterrori 
service in its d 

Again, our thanks, 

Law Unit, Office of the General Counsel 
VESTIGATION 
cility, Room A-027 

Washington, D.C. 20535-0001 
Tel . 202.3 24.5643 
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e of Packetcable 
fica t io n 

acketCa ble LAES Specification 
nes the interface used to  deliver call 
t i fying information and call content from a 
ery Function (DF) to  a Collection Function 

F is the mediation server run by the operator 
F is run by the LEA and receives data and 

Other interfaces within the Packetcable 
architecture are used to  enable surveillance 
and to  deliver surveillance information to  the 

Does not define the means by which an operator 
provisions a surveillance warrant into the system 
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etCable Architecture 
E I ect ro n i c S u rvei I I a n ce 

Announcement Servers 

Conference Mixing Bridges 

- - - - -  e 

to CF via Call Data Connection (CDC) messages. 
Call Content - CMTS or MG forward RTP packets to DF. DF sends Call 
Content Connection (CCC) messages (encapsulated RTP Packets) to CF. 

4 
/ 

* (  4 )  
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.................... .............................. 

Broadband and CALEA 



S“ .................... ................................................................... 
band and CALEA 

ue: CALEA is Telephony Centric 

II identification 

S“ .................... ......................................................................... 
and CALEA 

sue: CALEA is Telephony Centric 

res “call identification” 
es “call content” punch list 

make sense of this in a 
and context? 

co n te n t “ p u n 
sense of this 
ntext? 

ch list 
. in 
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.................... ................................................................. 

e: How to  Meet CALEA’s Network Mandates 
LEA’s Broadband Intercept Needs 

oes not authorize a LEA to  require 
t of MSO any specific design of 
t, facilities, services, features, or 
nfig u rations 

has legitimate need to  conduct 
b ro$$bb n d su rvei I I a n ce 

e meet LEA‘s need while meeting 
A’s requirement? 
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.................... .................................................................. 
band Internet Access Can Provide Some 

tion” and “Call Content” Like Information 

ternet Access “Call Identification” 
hen a subject first purchased 

of I P  address to subject and ability to 
address static based upon business 

vice of valid warrant 
eaders sent and received from subject’s 
to/from another I P  address 

to subject’s service or account profiles, 
ogins and passwords 

nd Internet Access “Call Content” raw packet 
m, so long as law enforcement has sufficient 

dwidth collection capacity 
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ng dialog to determine FBI’s Broadband 
ccess surveillance needs (last meeting 

to  achieving specification for FISA intercepts 
rative work on broadband intercept CALEA 

harbor that balances burdens between MSO 
law enforcement 

CALEA mandate to protect subscriber 

Ensure only subject’s stream is under surveillance 
Cable operator’s review of subpoenas 
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Packetcable and 
91 l / E 9 1  I 

.............. 



b h h e  1.5 - Current E 9 1 1  
Net 

SIP ------- I 
tel. 
P-Assert _ _  __  - _ _ _  --.- 
<other headers> ,% 

January 25, 2006 

I 10 digit calling number I Signaling 
Gateway 

s7 E911 Tandem 

7 or 10 digit calling number 

r headers> 
Se I ect i ve 

Router 
ALI Database 

Database 
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Facilities Based VoIP 911/E911 Issues 

e appropriate 911 PSAP 
very of accurate location per call on a broadband 

ery of VoIP call to  correct PSAP based on dynamic 

to  communicate dynamic location to  PSAP 
ion and Billing of 911 service 

y be no service provider 
e service provider may not be the “pipe” provider, 

Provide universal service, and at  same t ime protect I P  
enabled PSAPs from attack/overload 
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0 

0 

0 

0 

0 

0 

I 911 call handling and authorization 
ed access network QoS for emergency 

emergency service to endpoints not 
ed for outgoing calls 

release call if caller hangs up 
custom call features such as call hold 

ort operator re-ring 
/ / /  - / -  

urate identification of telephony endpoints 
upport for trunking gateways to connect to 
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e Support for Packetcable Subscriber 

bs and its participating vendors are 
ating in and tracking the active work in IETF, 
d the NENA VoIP Technical Committee for 
on determination (on a per registration/caII basis) 
ion storage and conveyance 

rgency call routing to the correct PSAP based 
ered location (NENA i2 - NENA i3) 

topic is a work i tem for the next release of 
cketCable based on SIP 
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Packetcable and the 
Alarm Industry 



.................... ..................................................... 

Industry publicly expressing its concerns about the 
ity of alarm services with VoIP, including, in some 
advising their customers against using VoIP. 

nitiative, the Cable Industry, through CableLabs, has 
steps to  address the Alarm Industry’s concerns: 
d the alarm industry on the differences between 
-based and non-facilities based VoIP offerings 

features to  Packetcable 1.5 to  enhance alarm 

zed a technical summit with the alarm industry 
ipated in the National Fire Alarm Protection workshop 
ng to  discuss the classification of VoIP 

anized interoperability events t o  verify Packetcable 
ices’ ability to  pass Alarm signals undistorted 

ear to  be any fundamental technology issues with 
compatibility with alarm systems. 

The National Burglar and Fire Alarm Association NBFAA) 
recommends that its members get into the VoIP b usiness* 

*From NBFAA Industry Affairs Update 
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etCable Support for Alarm Systems 

ketCable 1.0 architecture, as defined, is 
ble with alarm systems 

codec (G.711 - same Codec as used in 

of DTMF and FSK tones 
tCable 1.0 is being deployed successfully with 

able 1.5 provides several enhancements over 

.I52 to allow reliable modem communication (FSK) 

ched network) and QoS support reliable 

complement low bitrate codecs 

codecs (currently being specified) 
Monitoring 

Line Status Control 
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.................... ................................. 
able Alarm Summit 

.................... 0 . .  

bs hosted an Alarm Industry Summit on March 3, 

ts and dialogue between the cable industry 
system industry 

e forum for cable operators and security system 
ry members to exchange technical information regarding 

ssful deployment of security systems with Packetcable 
ify current or potential interoperability issues and plans 
eir resolution 

a Packetcable technical overview and 
rences between a facilities-based cable 
n-faci I ities based VoIP service 
ttended by members of the cable and 
was very interactive 
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Protection Services 

and Fire Alarm 

tral Station Monitoring 

Security Industry Association 

Cable Industry: 
MSOs: 

.Advance/New house 

.Armstrong 
Buckeye 

C a b l e  One 
.Ca blevision 
.Charter 
.Corncast 
.COX 
.Rogers 
.Time Warner Cau 

Vendors : 
e 

.Broadcorn, Motorola, SA, T I  
C e d a r  Point, Siemens 
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.................... ~............................. 

Alarm Interoperability 
Events 



.................... ..................................................................... 
roperability Events 

Labs has hosted two interoperability 
with the alarm industry 
first event was held the week of September 

second event was held the week of November 

re events are being planned for 2006 

ipants included the major alarm 
pment manufactures and Packetcable 
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System Interops 

a t  the Packetcable architecture does support 

a forum for alarm system manufacturers and 
able manufacturers to  verify implementations 

strate commitment to interoperate with the alarm 

operation of at  least one format type within each format 
DTMF, Pulse and FSK) against the Packetcable 1.0 

larm formats worked with no issues 
ContactID, Low Speed Ademco, Modem3, Low Speed Sescoa 

All interoperability issues appear to be resolved after the 
second interop event 

Additional interoperability events will be held in 2006 to verify 
continued support and Packetcable 1.5 functionality 

-- 
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.................... ......................................@...............~ 
tCable VoIP Meets Alarm Industry 

eizure is not compromised with proper 
tion. Alarm signal has priority. 
ne line equivalent provided (voltage and 

ommunicator signals are passed 

pport battery backup, primary issue 
(Fire Code requires 24 hour backup) 

ear whether other VoIP technologies, such 
iber or even if the current PSTN, meets the 

4 hour requirement 
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